HIPAA Privacy Officer

JOB SUMMARY:
Manages the organization’s and its group health plans’ compliance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, state laws, and internal healthcare information privacy policies including implementation, maintenance of, and adherence to the organization’s and the plans’ policies and procedures relating to the confidentiality of protected health information (PHI). 

ESSENTIAL FUNCTIONS: 

1. Providing information for the development of privacy policies and procedures in coordination with plan management and administration and legal counsel. 

2. Forming and leading the organization’s health information privacy committee.

3. Performing initial HIPAA risk assessment and determining level of organization’s compliance requirements.

4. Coordinating with legal counsel, management, relevant departments, and committees to create and maintain required documents including plan document amendments, authorization forms, notices, and other required materials.

5. Initial and ongoing training of employees on healthcare information privacy requirements. 

6. Developing and monitoring all business associate agreements to ensure HIPAA Privacy Rule requirements are met. 

7. Developing and implementing a mechanism to track PHI that flows through the organization.

8. Overseeing individual rights to inspect, amend, and restrict access to their PHI when required. 

9. Developing and implementing a procedure for receiving, investigating, and resolving complaints about the plan’s privacy policies and procedures.

10. Applying appropriate sanctions for failure to comply with privacy policies for all individuals in the plan’s and the plan sponsor’s workforce.

11. Maintaining a current knowledge of applicable federal and state privacy laws and regulations. 

12. Serving as health information privacy consultant to the organization for all departments and appropriate entities.

13. Cooperating with the Department of Health and Human Services Office of Civil Rights and other legal entities in any compliance reviews or investigations. 

Qualifications: 

Knowledge of and experience with information privacy laws, access, release of information, and release control technologies.

Demonstrated organizational, management, communication, and presentation skills.

